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Market Challenges

Today, attackers are using all content channels to attack organizations, including email, file
sharing, and cloud collaboration apps. In the 2021 Gartner Market Guide for Email Security,
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Gartner notes that with the shift to remote and hybrid working models, these communication
tools and collaboration apps, with users outside of the organization, have the potential to be
used by attackers for phishing and malware distribution. Ransomware can sit in an organization’s
environment just waiting to be executed on an endpoint. The task of cleanup and hunting for
these artifacts, even after a successful detection on the endpoint is complicated, burdening
SOC teams and taking time away from other important duties. SentinelOne and Perception
Point have joined forces to enable the autonomous detection and response capabilities of JOINT SOLUTION
SentinelOne to extend beyond the endpoint into all content channels of the organization. HIGHLIGHTS

JOint SOIution Extend SentinelOne’s

autonomous malware
detection and response
capabilities to email and cloud
collaboration apps

SentinelOne and Perception Point together offer a powerful solution for the modern enterprise.
The integration between SentinelOne and Perception Point combines SentinelOne’s indus-
try-leading XDR protection with Perception Point’s broad scope of threats from email, web,

and cloud collaboration apps to provide extensive coverage of attack surfaces. With the two :
Accelerate containment

. . . . . o and remediation capabilities
with remediation and no additional time spent by security teams to quarantine files. to identify and quarantine

solutions working together, threat prevention is simplified and consolidated to stop attacks,

attacks

How it Works

Optimize security workflow
* Perception Point integrates with SentinelOne via the SentinelOne API. When SentinelOne across organization’s
Singularity XDR detects an emerging threat, it will quickly mitigate the threat and send the technology stack, including
endpoints, email, and cloud
collaboration applications

file hash to Perception Point.

* Perception Point will trigger a file hash search for this artifact within the customer’s
different channels protected by Perception Point, including email, cloud collaboration

apps, cloud storage and web browsers. The file is then quarantined by the Perception
Point Incident Response team, containing and remediating it from the additional channels
where it was found (e.g. removing emails from inboxes, OneDrive, SharePoint and more
that contain the file).

¢ Allthreat files marked by Perception Point are retained for customers in Perception Point’s
management and operation dashboard - the X-Ray.

* Each action taken by Perception Point is annotated in the SentinelOne platform.



SentinelOne has detected a threat file on the user’s endpoint and Perception
Point has now detected the same file within the Dropbox channel.

During the remediation phase, security analysts can retrieve SentinelOne threat notes and add
them to the corresponding case in QRadar SOAR. Artifacts specific to the threat in SentinelOne
can be added to the QRadar SOAR case during the investigation. As an incident is resolved
in QRadar SOAR, the same incident is automatically closed within the SentinelOne console.

This powerful integration enables customers to easily coordinate endpoint triage and response
efforts from within QRadar. The rich capabilities of this integration enables a complete response
from the initial detection and alert down to one-click response actions, streamlining your
security operation center (SOC) and alleviating the manual and repetitive tasks inundating
security analysts.

Solution Use Cases

¢ Advanced Email Security

Currently, 40% of ransomware attacks start through email, making it a crucial source that
needs secure protection.1 These attacks open the threat environment for adversaries

to deploy ransomware or malware to cloud collaboration applications, as well as other
internal email accounts. When SentinelOne’s patented behavioral Al detects a malicious
file, security teams need to know if that file lives anywhere else within their content appli-
cations. This integration will enable the remediation of any additional files within email or
cloud apps.

¢ Cloud Apps and File-Sharing Security

Third parties may have access to shared folders in cloud storage sharing applications.

This introduces an attacker to a new channel to deploy malware from a trusted third

party. When this file is executed on a SentinelOne protected endpoint, quick autonomous
response is provided with the integration to quarantine the file that is hosted outside of the
endpoint to reduce the opportunity of spreading it.

INTEGRATION
BENEFITS

Rapid remediation with
additional triage from Perception
Point managed Incident
Response service

Reduce workloads on the SOC
team by up to 75%, simplifying
and shortening containment time

Provide full visibility to attacks
across the endpoint, email &
cloud collaboration apps

The threat landscape is only
becoming more complex

with attacks threatening
organizations across multiple
vectors,” said Orit Shilvock,

VP Sales at Perception Point.
“We’'re excited to partner with
SentinelOne to protect users
from all threat types across
their most used communication
channels - endpoints, email,
cloud collaboration apps,

and cloud storage. The joint
solution consolidates and
simplifies threat prevention
and remediation, boosting our
customers’ security posture
while reducing the SOC team’s
workloads.
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Conclusion

With the SentinelOne and Perception Point integration, joint customers can leverage Sen-
tinelOne’s XDR protection and Perception Point’s comprehensive coverage of email, web, and
cloud collaboration applications for consolidated and simplified best-in-class security for an
organization’s attack surface. Together, security teams can better protect their organizations

with XDR and autonomous containment and remediation.
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About SentinelOne About Perception Point

SentinelOne (NYSE:S) is pioneering autonomous cybersecurity to Perception Point is a Prevention-as-a-Service company for

prevent, detect, and respond to cyber attacks faster and with higher
accuracy than ever before. Our Singularity XDR platform protects
and empowers leading global enterprises with real-time visibility
into attack surfaces, cross-platform correlation, and AI-powered
response. Achieve more capability with less complexity.

the fastest and most accurate next-generation detection
and response to all attacks across email, cloud collaboration
channels, and web browsers. The solution’s natively integrated
incident response service acts as a force multiplier to the
SOC team, reducing management overhead, improving user
experience, and delivering continuous insights; providing proven

best protection for all organizations.

Proactively resolve
threats in real-time at the
site of the cybersecurity
battle: the computing
and cloud edge.
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Visit the SentinelOne
website for more details.

Sinqularity
Platform

PCI DSS Attestation
HIPAA Attestation
FedRAMP
VIRUS

sentinelone.com

sales@sentinelone.com
+1 8558683733

proofpoint.com



http://sentinelone.com
http://www.proofpoint.com
https://www.sentinelone.com/partners/singularity-marketplace/
https://www.sentinelone.com
https://www.sentinelone.com/request-demo/
https://www.sentinelone.com

